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WebKit

e FOSS Web engine, maintained by Apple, Igalia, Sony

e WebView API, allowing to build Web browsers and many other products, including:
o Set-top-box Uls
o News readers
o Containerized web-apps (Tangram)

e Platform-specific ports:

o Apple products

o Sony Playstation

o Linux Desktop (GTK port)

Linux Embedded (WPE port)
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WebRTC

e Realtime Communication for the Web

e Use-cases:

o Video chatting (Google meet, etc)

o Cloud gaming

o Online auctions, sport events betting

o Broadcasting

Beyond the web browser, with native apps

O
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WebRTC in WebKit

e getUserMedia(): Access to camera/microphone (with PipeWire or video4linux) «’
e getDisplayMedia( ) : Access to screen contents (PipeWire, using screencast

desktop portal) <’
e MediaStream: Playback of streams, integration with <video>,canvas, webqgl,

webaudio,... %’
e RTCPeerConnection: P2P connection (with webrtcbin) ##

atures currently not enabled by default, due to active development. They are enabled
In developer builds and WebKit post-commit bots.
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WebRTC WebKit backends

e LibWebRTC:
o Basic GStreamer integrations (video decoding)
o Not shipped in releases

e GstWebRTC:

o Relying on webrtcbin and libgstwebrtc

o Hopefully will ship in releases ;)
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Pipeline changes between 2.42 and
2.46
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Recap: the pipelines involved

e WebRTC pipeline: where webrtcbin lives
e Capture pipeline: where capture elements like pipewiresrc are
e Playback pipeline: where playbin3 lives
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—Receiving side In 2.42

tee2 queue? appsinkz

src P sink src P sink
webrtcbir valve2 parsebinz /_

src2 P sink Src P sink Src P sink

\ queue3d fakevideosink
src P sink src P sink

valvel parsebinl teel queuel appsinkl

srcl P sink src P sink src P sink src P sink src P sink

alve element used for muted / inactive tracks *2
- tan > (fakevideosink + appsink) for stats in tests ‘@ igalia
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—Receiving side Iin 2.46

webrtcbir parsebin2 queue? fakesinkz
src2 P sink Src P sink src P sink
parsebinl queuel fakesink1
srcl P sink Src P sink src P sink

0 more dynamic pipeline changes with tee elements
uffers forwarded from fakesink handoff signal to WebKit observers

v:‘ igalia

11/38



— Sender side

mediastreamsrc] webkitencoder! RTP Payloade! webrtcbir

src P sink Src P sink src P src P sink

e New video encoders: avlenc, vaavlenc
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replaceTrack() simplification (1/2)

In JavaScript: peerConnection.replaceTrack(oldTrack, newTrack);

In 2.42:

e the mediastreamsrc element associated with oldTrack was removed from the
pipeline
A new mediastreamsrc element was added dynamically, observing newTrack
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replaceTrack() simplification (2/2)

In 2.46:

e EXisting mediastreamsrc stops oldTrack observation
e Starts observing newTrack
e No issue with caps handling, managed by appsrc within mediastreamsrc.
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What'’s new?
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Track events

let onTrackFired = false

const pc = new RTCPeerConnection()
pc.ontrack = e => {onTrackFired = true}
await pc.setRemoteDescription(remoteOffer)
console.assert(onTrackFired)

e Earlier creation of transceivers in webrtcbin to be more spec compliant
e To be released in GStreamer 1.26
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Legacy Offer options

e pc.createOffer({offerToReceiveAudio: true, offerToReceiveVideo:

true})
o Still supported in Chrome browsers, needed for improved interop

Supported in WebKit, behind a runtime flag
Implementation on the cross-platform layer, by adding a recvonly transceiver,

depending on the options given.
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RTP2 payloaders

e Re-implementations of the (de)payloders from -good, in Rust, shipping in gst-plugins-
rs

e Same public interface (properties, signals) as the C versions

e In WebKit:

o rank-based payloader selection in order to generate offer/answers

o for incoming RTP streams, parsebin is used, will also select depayloader based on

rank

Q) igalia
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Practical use-cases
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Amazon Luna

e Already demoed at GStreamer Conference 2023
o« Game streaming, gamepad events sent using DataChannel
e Optional support for live WebCam/Mic overlay to Twitch (WIP)

e In 2024 we kept up with the web app changes and maintenance
e Demo

v:‘ igalia
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https://youtu.be/lyO7Hqj1jMs

Zoo, Industrial modeling application

e It streams CAD model rendered server-side with WebRTC
e DataChannel for sending mouse events
e Demo
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https://youtu.be/CiuYjSCDsUM

On-going work
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Simulcast (1/4)

e Same captured stream, encoded multiple times at different bitrates and framerates
o Widely used by most SFUs in order to cope with varying receivers network conditions

pc.addTransceiver(stream.getVideoTracks()[0], {
direction: "sendonly",
sendEncodings: [
{ rid: "h", maxBitrate: 1200 * 1024 1},

{ rid: "m", maxBitrate: 600 * 1024, scaleResolutionDownBy:
{ rid: "1", maxBitrate: 300 * 1024, scaleResolutionDownBy:

]
+);
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mlcast - sender side (2/4)

tee webkitencoder! RTP Payloade! rtpfunnel

src src sink

src sink

webkitencoder: RTP Payloade|

src sink src sink src sink1
mediastreamsr -\ webrtchir

src sink src sink src sink2

rtpfunnel aggregates encoded/payloaded streams and sends the merged stream to

webrtcbhin
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Wmulcast - receiver side (3/4)

asrc2
webrtcbir parsebin fakesink
src2 sink src sink
ssrcl
parsebin fakesink
srcl sink Src sink

webrtcbin exposes one src pad per simulcast stream / ssrc
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Simulcast, on-going challenges (4/4)

e Sender side: Ensuring mid correctly written to RTP headers (FEC encoder rewrites
those).

e Receiver side: Have mid set in pad caps (plumbing needed between ptdemux,
rtpbin, webrtcbin).

e Shipped WebKit feature likely to depend on GStreamer >= 1.28, we will need to

properly gate this at runtime.
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SFrame: the basics (1/5)

e Proposed standard: Lightweight Authenticated Encryption for Real-Time Media (
RFC 9605)

e Combined with WebRTC encoded transforms

const key = await crypto.subtle.importKey("raw", new Uint8Array([...]), "HKDF", false,
let transform = new SFrameTransform({compatibilityMode: "H264"});
transform.setEncryptionKey(key);

let sender = pc.addTrack(localStream.getTracks()[0], localStream);
sender.transform = transform;

["deriveBits", "deriveKey"]);

Receiver has similar code, executed in ontrack event handler.
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https://datatracker.ietf.org/doc/rfc9605/
https://www.w3.org/TR/webrtc-encoded-transform

rame: workflow for E2EE (2/5)

Alice

Bob

A 4

Media
Server

HBH
Encode Packetize Protect
A
SFrame SFrame
Protect Protect
(per frame) (per packet)
A A
E2E Key HBH Key
—— Management — Management
SFrame SFrame
Unprotect Unprotect
(per frame) (per packet)
\ 4
HBH

Decode

Depacketize

Unprotect ¢———
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SFrame: RTP encapsulation (3/5)

V=2|P X cc M

PT

sequence number

timestamp

synchronization source (SSRC) identifier

contributing source (CSRC) identifiers

RTP extension(s) (OPTIONAL)

SFrame header

SFrame encrypted and authenticated payload

SRTP authentication tag

—— SRTP Encrypted Portion

SRTP Authenticated Portion
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SFrame: Integration with WebKit’s
GStreamer backend (4/5)

e Encoded Transforms mandate full frame encryption
e S0 we would need custom “generic” RTP payloader and depayloader
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SFrame, on-going challenges (5/5)

° We have a working OpenSSL backend for SFrame cypher handling

o 7% |Integrating the callback-based encryption from WebKit to a new RTP
(de)payloader remains an open topic

o 7 RTP payloading requires media metadata as well, still to be hooked from WebKit
to GStreamer
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Devtools (1/3)

e WebRTC events and stats gathering for live graphing and post-mortem analysis

e Support for LIbWebRTC and GstWebRTC WebKit builds

e JSON stream emitted by WebKit’'s PeerConnection backends, including timestamped
events, example:

{"peer-connection":"7F1C6E013520", "timestamp":1725960727633365.8, "type":"event", "event":{"message" :"PeerConnection creat

{"peer-connection":"7F1C6E013680", "timestamp":1725960735855362.8, "type":"stats", "event":{"type":"inbound-rtp","id":"rtp

e\Basic web frontend able to read such JSON file and render graphs
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— Devtools (2/3)

Choose File | webrtc-wpe.json

¥ Connection: 7F4AB500F840
» Events: 7FAAB500F840

¥ remote
Bitrate Framerate qp
12:41:00 PM 12:42:00 PM 12:43:00 PM 12:44:00 PM 12:45:00 | 12:41:00 PM 12:42:00 PM 12:43:00 PM 12:44:00 PM 12:45:00 | 12:41:00 PM 12:42:00 PM 12:43:00 PM 12:44:00 PM 12:45:00 |
¥ local
Bitrate 800K Framerate N = qp 5
a0k 2.0
M 20
15
400 k
1.0
10
200 k 0.5
0k 0 0.0
35:00 PM 3:36:00 PM 3:37:00 PM 3:38:00 PM 3:39:00 PM 35:00 PM  3:36:00 PM 3:37:00 PM 3:38:00 PM 3:39:00 PM 35:00 PM 3:36:00 PM 3:37:00 PM  3:38:00 PM 3:39:00 PM

*, . .
Graphs showing basic stats about inbound and outbound RTP strew“ igalia




Devtools (3/3)

e Backend submitted for review (needs additional iterations)
e Frontend:
o Standalone proof-of-concept
o Integration in WebKit pending (either in Weblnspector or a custom
webkit://webrtc-internals handler)

o Hopefully shipping in 2.48 ¢
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Plans regarding Sandboxing
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Camera portal support

e The current capture device pipeline runs in WebProcess (BAD!)

e Ideally the WebProcess should be sandboxed, hence no direct access to capture
devices

e Currently we allow-list v4l devices in the sandbox

e Plan (2025): Integration with the desktop Camera portal, giving us access to
PipeWire nodes

WPE on Embedded platforms will still need v4l devices allow-listing

Q) igalia
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librice integration

e The current streaming pipeline runs in WebProcess (BAD!)

e Ideally the network usage should be restricted to the NetworkProcess
e libgstwebrtc now supports custom ICE implementations

e librice provides a Sans-10 implementation for ICE handling

e Plan (2025): Implement a librice-based ICE backend in the WebProcess, handling
IPC /O with NetworkProcess
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Thanks!

Any guestion?
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