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IPConfigure — who are we?

US-based software company

We build a Video Management System

Browser based

Multi-architecture

Camera agnostic

All media functionality uses GStreamer
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High-level architecture
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Our WebRTC implementation
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2018

Initial implementation

Predates webrtcbin (barely)

Self-managed pipelines

Focused on browser compatibility and codecs

2023

Migration to webrtcbin

Motivated by audio support

Built-in feature support (SDP, RTX, etc.)

Easy path forward for future features (Audio 
Talkdown, Data Channel)
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Findings in the Field
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Customer complaints, circa 2019
Multiple customer reports 🚨
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Discovery

∙ Relatively easy to reproduce

− Slightly hindered by Chrome's feature-flag 
system

∙ Observe the WebRTC signaling

− Browser host candidates now arrive as .local 
names
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Multicast DNS (mDNS) refresher

∙ Don't send raw host candidates 

∙ Send obfuscated .local host candidates 

∙ Local WebRTC peers can resolve .local 
candidates*
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Resolution
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1

Get customers working immediately

Use Chrome flag to disable mDNS

2

Resolve .local candidates

∙ Reference how others were dealing with the 
issue (libnice #68)

∙ Added a naive mDNS resolver to our custom 
WebRTC stack

libnice work item #68

https://gitlab.freedesktop.org/libnice/libnice/-/work_items/68
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Resolution
Do we even need to process mDNS candidates?

Source: discuss-webrtc thread (Justin Uberti, Feb 2019)

10

https://groups.google.com/g/discuss-webrtc/c/4Yggl6ZzqZk/m/N9O0ZC5WFgAJ
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Peer-reflexive candidate discovery
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Takeaways

Stay up to date with the evolution of WebRTC We're at the mercy of browsers!
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Customer complaints, circa 2024
Some large school system 🏫
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Discovery
Reproducible, but sporadic

∙ Some connection attempts worked, but slowly

∙ Customer had been using WebRTC for years with 
without issue

“Nothing has changed other than us swapping out all of 
our managed switches.” - Customer
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More Discovery

∙ The customer's NAT issue caused us to look deeper into connection performance

∙ Discovered that connection times had degraded over product releases

What changed?
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Signaling was fast, but establishing a connection was slow

More discovery
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A small change in the 1.20 release
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Aggressive vs. regular nomination
ICE nomination modes in RFC 5245

Aggressive Regular

∙ Controlling agent includes the 
USE-CANDIDATE flag in every STUN 
connectivity check

∙ Immediately nominates successful pairs

∙ Default libnice behavior

∙ Controlling agent is more strategic about 
nominating the right candidate pair

∙ webrtcbin's default since GStreamer 1.20
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Aggressive vs. regular nomination
Local scenario

Aggressive Regular
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Aggressive vs. regular nomination
STUN-only scenario

Aggressive Regular
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Aggressive vs. regular nomination
STUN + TURN scenario

Aggressive Regular
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Resolution

We patched webrtcbin to configure libnice into 
aggressive mode
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Takeaways

∙ RFC 5245 is deprecated and replaced by RFC 8445

∙ The new standard provides optimizations that eliminate the need for aggressive mode

− Data can be transmitted on candidate pairs before they are formally nominated

− Switching between candidate pairs during the early-media phase will be less jarring

librice implements RFC 8445!
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Takeaways
The nomination stopping criterion is left to the implementation

It would be nice if webrtcbin and the ICE implementations (libnice, librice) allowed configuring 
the ICE nomination stopping criterion.

RFC 5245 (libnice) RFC 8445 (librice)
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Customer complaints, circa 2026
Some national restaurant chain 🐼
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Discovery

Urgent issue

Non-technical end users

High feedback latency from the customer

Some iPhones were working, others were not

Safari issue?

Cell network issue?
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Discovery

∙ Long-standing issue with iPhone, 
WebRTC, and some carriers

∙ Able to reproduce the issue on a 
MacBook tethered to the carrier
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Discovery

∙ Server-reflexive candidates should work

∙ They do on Chrome and Firefox, but not Safari
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Discovery

∙ srflx candidates are confirmed in signaling and at the browser's addIceCandidate calls

∙ Browser WebRTC stats indicate that the srflx candidates are being checked
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Discovery
NAT64 prefix:  2607:7700:0:6:0:2::/96
2607:7700:0:6:0:2:483a:90cf  →  72.58.144.207

Safari Chrome
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Safari Bug 278672

https://bugs.webkit.org/show_bug.cgi?id=278672
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Resolution

Enable TURN
Fleet-wide TURN roll out for the customer
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The customer is still reporting viewing 
problems on iPhone. The TURN server 
didn't resolve the issue…
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More Discovery
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Resolution
Warn users who have iCloud Private Relay enabled

∙ Detect iCloud Private Relay in the 
client

∙ Warn the user and offer a different 
mode for video streaming

∙ Guide them to disable Private Relay 
for WebRTC streaming

(very unfulfilling)
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Takeaways

2019 · mDNS

∙ Stay up to date with the 
evolution of WebRTC

∙ We're at the mercy of 
browsers!

2024 · ICE nomination

∙ A one-line default change in 
1.20 had a big impact on 
connection times

∙ RFC 8445 removes the need 
for aggressive mode

∙ Configurable nomination 
criteria would be nice

2026 · Safari & IPv6

∙ TURN helps, until the client 
platform fights you

∙ iCloud Private Relay: 
sometimes the best you can 
do is warn the user
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Thank you
Questions?
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